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Phil Stead - CISSP, CISM, 
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� Housekeeping 

� About Conexxus 

� Presenters 

� Presentation 

� Q&A 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Housekeeping 

This webinar is being recorded and will be made available on Conexxus365.org 
 
Participants 
� Ask questions via webinar interface 
� Please, no vendor specific questions 
4 Our webinars may be used toward PCI continuing education credits. Please contact 

365@conexxus.org for questions regarding a certificate of webinar attendance for qualifying 
live events.  

 
Interested in speaking or sponsoring a Conexxus365 event?  
Contact 365@conexxus.org to discuss upcoming opportunities with our team. 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http://www.conexxus365.org/
mailto:arussell@conexxus.org
mailto:365@conexxus.org


Disclaimer 

Conexxus does not endorse any products or services that may be described or mentioned in this 
presentation.   
 
The views and opinions expressed in this presentation are solely those of the speakers and not 
of Conexxus.   
 
By hosting this webinar, Conexxus is not providing any legal advice; if you have any questions 
about legal issues raised or discussed, you should seek the assistance of attorneys who are 
competent in that area.      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About Conexxus 

● We are an independent, non-profit, member 
driven technology organization 

We set standards… 
● Data exchange 
● Security 
● Mobile commerce 

 We provide vision 
● Identify emerging tech/trends 

 We advocate for our industry 
● Technology is policy 

Increase 
Profitability

Improve 
Viability

Foster 
Innovation

Advocate 
for Industry
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Connect with Conexxus 

www.conexxus365.org 
365@conexxus.org 

www.conexxus.org
info@conexxus.org
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PCI DSS v4.0.1 Future-dated Requirements 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Up-to-date with 
emerging threats

Greater flexibility

52 New Requirements

Applies to All 
Merchant Levels



PCI DSS v4.0.1 Future-dated Requirements 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PCI DSS v4.0.1 - Latest Announcements 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After thorough consideration and review of industry stakeholder 
feedback, PCI SSC is making the following updates to SAQ A: 
 

- Removal of PCI DSS Requirements 6.4.3 and 11.6.1 for 
payment page security, and Requirement 12.3.1 for a 
Targeted Risk Analysis to support Requirement 11.6.1. 

 
- Addition of an Eligibility Criteria for merchants to “confirm 

their site is not susceptible to attacks from scripts that could 
affect the merchant’s e-commerce system(s).”  



PCI DSS v4.0.1 prepares merchants for today’s threats - AI-based attacks, 
new forms of malware, more sophisticated hackers, larger attack surface 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Are we ready to 
go toe-to-toe 
against today’s 
threats? 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How do we bring 
alignment in a 

multi-vendor 
environment?



Every party has to get aligned - fast! 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POS Vendors

Service 
Contractors MNSPs Management

IT Staff Frontline 
Workers

TPSPs
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Upgrade to PCI DSS v4.0.1 in three phases! 

 DEFINE YOUR SCOPE ✔

   IMPLEMENT SECURITY CONTROLS ✔

 IMPLEMENT POLICIES & PROCEDURES ✔
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1 - Define Your Scope & Responsibilities 

 DEFINE YOUR SCOPE ✔
CREATE YOUR ORGANIZATIONAL PROFILE 
Map out all retail technology formats in your 
enterprise 

DEFINE YOUR CARDHOLDER DATA 
ENVIRONMENT (CDE) 
Identify all systems and network segments 
involved in storing, processing, or transmitting 
cardholder data, and “connected-to” systems 

VERIFY ROLES AND RESPONSIBILITIES VERIFY NEW PCI CONFIGURATIONS
Engage with your third-party service providers 
(TPSPs) and define who is responsible for each 
PCI requirement

Check to make sure that systems are updated 
to the new PCI configuration requirements 
(passwords, MFA, etc.)
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1 - Define Your Scope & Responsibilities 

 DEFINE YOUR SCOPE ✔

● Brands, Retail Technology Formats (POS, payment processor, MNSP), Merchant IDs, Verifying 
Merchant Supplier / Operator Agreements 

● Identify Internal Roles and Stakeholders 

CREATE YOUR ORGANIZATIONAL PROFILE 
Map out all retail technology formats in your enterprise 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1 - Define Your Scope & Responsibilities 

 DEFINE YOUR SCOPE  ✔
DEFINE YOUR CARDHOLDER DATA ENVIRONMENT (CDE) 
Identify all systems and network segments involved in storing, processing, 
or transmitting cardholder data 

12.5.2 PCI DSS scope is documented and confirmed by the entity at least once every 12 months 
and upon significant change to the in-scope environment. 

At a minimum, the scoping validation includes: () Identifying all data flows for the various payment stages (for example, 
authorization, capture settlement, chargebacks, and refunds) and acceptance channels (for example, card-present, 
card-not-present, and e-commerce). () Updating all data-flow diagrams per Requirement 1.2.4. () Identifying all 
locations where account data is stored, processed, and transmitted, including but not limited to: 1) any locations 
outside of the currently defined CDE, 2) applications that process CHD, 3) transmissions between systems and 
networks, and 4) file backups. () Identifying all system components in the CDE, connected to the CDE, or that could 
impact security of the CDE. () Identifying all segmentation controls in use and the environment(s) from which the CDE is 
segmented, including justification for environments being out of scope. () Identifying all connections from third-party 
entities with access to the CDE. () Confirming that all identified data flows, account data, system components, 
segmentation controls, and connections from third parties with access to the CDE are included in scope.  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1 - Define Your Scope & Responsibilities 

 DEFINE YOUR SCOPE  ✔
DEFINE YOUR CARDHOLDER DATA ENVIRONMENT (CDE) 
Identify all systems and network segments involved in storing, processing, 
or transmitting cardholder data 

12.5.2 PCI DSS scope is documented and confirmed by the entity at least once every 12 months 
and upon significant change to the in-scope environment. 

Network and data flow 
diagrams are cool! 
 
(Do better than this 
one…though something is 
better than nothing!)  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Engage Your Third Parties (TPSPs)! 

 DEFINE YOUR SCOPE ✔

● Start with your brands, technology vendors (POS, MNSP), payment processors, and service contractors 
● Get an updated R&R document and service agreement from each TPSP - what PCI controls are they taking 

responsibility for? 
● Get a PCI DSS v4.0.1 “Attestation of Compliance” (AOC) from each TPSP, or an R&R document that indicates that 

they are performing the activities required by PCI DSS v4.0.1 
● Incident / Breach Notification Policies & SLAs  

VERIFY ROLES AND RESPONSIBILITIES 
“X.1.2” for each PCI requirement
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Engage Your Third Parties (TPSPs)! 

 DEFINE YOUR SCOPE ✔
VERIFY ROLES AND RESPONSIBILITIES 
“X.1.2” for each PCI requirement
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Ensure your systems are updated to the 
new configuration standards 

 DEFINE YOUR SCOPE ✔

Identify all users with access to systems in scope 
● Internal or Third Party 
● Role levels by business use (least privileged access) 
● Information Security Policy 
● Verify Users / Remove inactive users 
● Ensure enforcement of multifactor authentication 

(PCI DSS requirement 8.4.2, 8.5.1) 
 

VERIFY NEW PCI CONFIGURATIONS
Check to make sure that systems are updated to the 
new PCI configuration requirements (passwords, MFA, 
etc.)
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● New Password Complexity (PCI DSS requirement 8.3.6) 
● Passwords must be at least 12 characters long and 

include a mixture of special characters, uppercase, and 
lowercase letters. 

● Passwords must be changed every 90 days 

 DEFINE YOUR SCOPE ✔
VERIFY NEW PCI CONFIGURATIONS
Check to make sure that systems are updated to the 
new PCI configuration requirements (passwords, MFA, 
etc.)

Ensure your systems are updated to the 
new configuration standards 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2 - Implement Your Security Controls 

 DEFINE YOUR SCOPE ✔
   IMPLEMENT SECURITY CONTROLS ✔

  IMPLEMENT POLICIES & PROCEDURES ✔
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2 - Implement Your Security Controls 

 DEFINE YOUR SCOPE ✔
   IMPLEMENT SECURITY CONTROLS ✔

  IMPLEMENT POLICIES & PROCEDURES ✔

Targeted Risk Analysis   
(PCI DSS requirement 12.3.1) 
 
Firewall Rules and Segmentation  
(PCI DSS requirement 1) 
 
User access & system configurations  
(PCI DSS requirement 7 and 8) 
 
Protect systems from malicious software  
(PCI DSS requirement 5) 
 
Continuous Monitoring   
(PCI DSS requirement 10, 11.5.2) 
 
Authenticated Vulnerability Scanning  
(PCI DSS requirement 11.3.1) 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The PCI DSS v4.0.1 Targeted Risk Analysis 

   IMPLEMENT SECURITY CONTROLS ✔
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The TRA gives merchants flexibility 

   IMPLEMENT SECURITY CONTROLS ✔
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Install & Configure Endpoint Security 

Ensure proper endpoint security is in place (PCI DSS 
requirement 5.2.2, 5.3.1, 5.3.2…)
● All system components in the CDE with an OS
● Removable Media Scanning (PCI DSS requirement 5.3.3)
● File Integrity Monitoring (PCI DSS requirement 11.5.2)
● Anti-malware with Behavioral Detection 
● Continuous Monitoring (PCI DSS requirement 10)

   IMPLEMENT SECURITY CONTROLS ✔
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Designate a syslog server for logging 

Ensure proper endpoint security is in place (PCI DSS 
requirement 5.2.2, 5.3.1, 5.3.2…)
● All system components in the CDE with an OS
● Removable Media Scanning (PCI DSS requirement 5.3.3)
● File Integrity Monitoring (PCI DSS requirement 11.5.2)
● Anti-malware with Behavioral Detection 
● Continuous Monitoring (PCI DSS requirement 10)

   IMPLEMENT SECURITY CONTROLS ✔
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Authenticated Scanning? Really? 

Authenticated Scanning (PCI DSS requirement 11.3.1.2) 
● All Vulnerabilities Matter 

● Service accounts will have to be added to each system in the CDE.  

● Merchants will be required to have 4 consecutive quarters of passing scans.  

● Vulnerabilities should be classified by a qualitative risk rating (PCI DSS requirement 6.3.1)  

● The targeted risk analysis (TRA) can help provide flexibility for remediation timeframe.  

● The right risk and vulnerability data management strategy can help make this manageable.  

 

   IMPLEMENT SECURITY CONTROLS ✔
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Implement policies & procedures 
organization-wide 

 DEFINE YOUR SCOPE ✔

   IMPLEMENT SECURITY CONTROLS ✔

  IMPLEMENT POLICIES & PROCEDURES ✔
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 DEFINE YOUR SCOPE ✔

   IMPLEMENT SECURITY CONTROLS ✔

  IMPLEMENT POLICIES & PROCEDURES ✔

Security Awareness Training   
(PCI DSS requirement 12.6.1) 
 
Incident Response Planning 
(PCI DSS requirement 12.10.1) 
 
Information Security Policy 
(PCI DSS requirement x.1.1) 

Implement policies & procedures 
organization-wide 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3 - Policies & Procedures | security awareness 

Security awareness training (PCI 
DSS requirement 12.6, 9.5) must 
become an organization-wide 
activity, including frontline 
employees and management. 

Human error is the primary entry 
point for hackers. 

Deepfake Video 

Deepfake Voice 

Skimmers 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3 - Policies & Procedures | incident response 

Rehearse Playbooks   
for Each Incident Type  

Review PCI DSS  
requirement 12.10  

Engage TPSPs and  
Stakeholders  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3 - Policies & Procedures | governance 

PCI DSS requirement x.1.1 for each requirement asks 
merchants to develop an information security policy 
governing operational procedures and security policies 
for each requirement, with ongoing oversight and 
change management.  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PCI DSS v4.0.1 Compliance in 3 Phases 

Scope & Responsibility  Security Controls  Policies & Procedures 

Identify your store formats, 
define the CDE and connected-to 

systems, verify third-party 
responsibilities 

Conduct your TRA, implement 
endpoint security, continuous 
monitoring, and authenticated 

vulnerability scanning

Develop security awareness, 
incident response playbooks, 

and information security policies
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Reach out - we’re here to help. 

Ashwin Swamy  Gregory DeClue 

Cyber Operations Manager
Omega ATC 
greg.declue@omegaatc.com 
636-557-6000 

CEO
Omega ATC 
ashwin.swamy@omegaatc.com 
636-557-6000 

Casey Brant 
Standards Coordinator
Conexxus, Inc. 
365@conexxus.org 
 

 
Phil Stead  
VP of Sales 
Acumera, Inc 
phil.stead@acumera.com 
 

mailto:greg.declue@omegaatc.com
mailto:ashwin.swamy@omegaatc.com
mailto:365@conexxus.org
mailto:phil.stead@acumera.com


Q&A
Stay Tuned for 
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